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MICROSOFT VULNERABILITY PRINTNIGHTMARE

Boston Scientific is dedicated to ensuring the safety and security of our products worldwide and has been closely
monitoring the remote code execution (RCE) vulnerability in the Microsoft Windows Print Spooler Service known as
PrintNightMare or CVE-2021-34527. Microsoft has reported that this vulnerability could allow unauthorized remote
code execution through a network vector. Microsoft has released out-of-band security updates to address
PrintNightMare.

Our global product cybersecurity team is in the process of determining if the vulnerability affects any Boston Scientific
products. As we complete this analysis, we will provide an update to this bulletin.

For more detail, refer to:
e Microsoft CVE-2021-34527 - Security Update Guide - Microsoft - Windows Print Spooler Remote Code Execution

Vulnerability:
e CERT-CISA: https://us-cert.cisa.gov/ncas/current-activity/2021/07/06/microsoft-releases-out-band-security-
updates-printnightmare
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