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CVE-2025-27840 NO INCREASED SECURITY RISK FROM 
ESPRESSIF ESP32 VULNERABILITY 

 
Boston Scientific is dedicated to helping ensure the safety and security of our products and has been closely 
monitoring the March 09, 2025 announcement and follow-on notifications regarding the initially described presence of 
a “backdoor” in Espressif ESP32 BLE chipsets. 
 
Boston Scientific has completed an analysis of our devices, digital health apps and remote monitoring services and 
has determined that there is no instance where the Espressif ESP32 chipsets are in use. 

 

For more detail, refer to: 
• NIST: 

o https://nvd.nist.gov/vuln/detail/CVE-2025-27840 
• Espressif website:  

o https://www.espressif.com/en/news/Response_ESP32_Bluetooth   
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